
LAWYERS OF TOMORROW

www.singularitylegal.com

DEMYSTIFYING THE DIGITAL ASSETS 
DISPUTE RESOLUTION LANDSCAPE

expert talk

April 2023



1

2

10

20

21

22

30

30

30

31

31

12

LA
W

YE
RS

 O
F T

OM
OR

RO
W

DEMYSTIFYING THE DIGITAL ASSETS DISPUTE 
RESOLUTION LANDSCAPE

© Singularity 2023

INTRODUCTION

OVERVIEW OF THE ASSETS AND DISPUTES

INVESTIGATION

PROSECUTION AND ENFORCEMENT

ASSESSMENT OF DAMAGES

LITIGATION FINANCE

CONCLUSION

ABOUT US

ABOUT EXPERT TALK

ABOUT OUR FRAUD & INVESTIGATION PRACTICE

ABOUT OUR LITIGATION FINANCE PRACTICE 

ABOUT THE AUTHORS



I. INTRODUCTION

1. The world of digital assets is in a continuous state of development, fueled by a 
combination of technological innovation, financial speculation, and a desire for 
greater financial autonomy and privacy.

2. The volume of digital assets that are traded on a daily basis as well as the 
substantial capital influx in tech products based on distributed ledger 
technology (“ ”) is indicative of the exponential boom experienced by the DLT
sector. The current market capitalization of cryptocurrencies alone is 
approximately US$ 1.19T.¹ 

3. While consensus on a singular legal definition of digital assets is currently 
lacking, it is usually agreed that they are broadly defined as any digital 
representation of value which is recorded on a cryptographically secured 

2distributed ledger or any similar technology.  Digital assets are nothing but 
lines of code that exist as property, which may be fungible or non- fungible.

4. As we continue to witness the rapid growth and development of the digital 
economy, digital assets have emerged as a key component of this 
transformation. These assets, have fundamentally altered the way we think 
about money and the transfer of value. With the advent of Web3, the 

3decentralized web,  digital assets are poised to play an even more significant 
role in the future of finance and commerce. 

5. The classification of these assets has been an arduous task. This insight follows 
a mode of classification wherein a digital asset is categorized into sectors on 
the basis of its actual or intended use. We have focused on (i) Non-Fungible 
Tokens (“ ”) and Metaverse, from the culture and entertainment sector, (ii) NFTs
Decentralized Finance (“ ”) and Stablecoins, from the financial services’ DeFi
sector and (iii) Virtual and Digital currencies, part of settlement mechanism 
sector.

6. While the untapped nature of digital assets presents a wealth of opportunities, 
it also carries a deep potential for misuse and disputes. Efficient management 
and resolution of such disputes can make or break these opportunities and set 
grounds for future growth. We analyze the myriad disputes faced across these 
assets; and provide an overview of the available options and solutions related 
to these disputes. 
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II.    OVERVIEW OF THE ASSETS AND DISPUTES

A. NFTs AND METAVERSE

A.I. NFTs

7. NFTs are units of data stored in a distributed ledger representing unique 
collectibles, artwork, or other property which can be sold and traded, but 
cannot be edited or deleted. A critical characteristic of NFTs is that they are 
“non-fungible”, i.e., unlike cryptocurrency, they are not interchangeable. Any 
work, including physical goods, that can be represented in digital form, such as 
a photo, music albums, video or a scan, can be turned into an NFT. 

8. NFT collections like CryptoPunks and Bored Ape Yacht Club have gained 
considerable prominence and money over the years. The rise of NFTs has led 
to the emergence of marketplaces including OpenSea, Nifty Gateway, Rarible 
and SuperRare. It has also led to the emergence of innovative and some non-
conventional uses. For instance, recently an Argentinian airline, Flybondi, 
integrated Web3 into its ticketing process by issuing e-tickets as NFTs, built on 

4the Algorand blockchain.  The NFTs have also seen some big money sales. For 
instance, Twitter's CEO, Jack Dorsey, sold an NFT of his first tweet for the 

5equivalent of USD 2.9 million  and an NFT of a collage of works by digital artist, 
6Beeple, was auctioned at Christie's for a sum of almost USD 70 million.  

Similarly, NFTFi platforms have also emerged which allow NFT owners to 
borrow against the value of their NFTs without having to sell them, essentially 
enabling the NFT owners to unlock the value of their digital asset and achieve 

7liquidity.

9. As the market for NFTs has exploded, concerns regarding the conflict between 
the rights created by an NFT and that of various stakeholders has arisen. There 
are three key avenues of conflicts - the rights held by the owner of the 
underlying art, rights of a buyer, and the liability of the NFT platform or 
intermediary. 

810. Some pivotal legal challenges like StockX's Vault NFTs (by Nike),  Tarantino NFT 
9 10Collection (by Miramax),   METABIRKINS NFTs (by Hermès),  may help clarify 

how key legal principles relating to freedom of speech and fair use would 
apply in the context of NFTs. The recent judgment related to 'Quantum' NFT is 

11part of a larger effort to define rules of ownership for digital artworks.  

 Rights of the owner of the underlying art

11. Since NFTs are premised on the digitization of artwork, the rights linked to the 
underlying artwork are a primary source of disputes. Copyright law does not 

Insight   Demystifying the digital assets dispute resolution landscape
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give an NFT owner any rights unless the creator takes affirmative steps to make 
sure that it does — ideally, by executing a standard, formal copyright license to 

12the work connected to the NFT.  There have been instances of NFTs being 
13mined and marketed without the permission of the artist  potentially 

amounting to a copyright infringement. Who gets to sue will depend on who 
owns the copyright: the artist or the owner of the physical work.

12. Online marketplaces appear to have developed procedures to address the 
potential for infringement. For example, OpenSea's Terms of Service invites 
rights holders to submit complaints, and also states the site will take down 
works in response to formal infringement claims and will terminate a user's 

14access to the services if the user is determined to be a repeat infringer.  
However, the owners or artists may sue the NFT marketplace as well if the 
marketplace has authorized the sale of an NFT without determining actual 
ownership thereby without the permission of the owner of the underlying work.

 Rights of the buyer of NFTs

13. Buyers of NFTs are also exposed to legal risks stemming from the right holders 
of the artwork and the process of the sale of the NFTs. Generally, the buyer 
does not acquire the copyright in the underlying work unless the artist 
expressly agree in writing to convey the copyright interest to the buyer. 

14. A buyer may also bring claims against a seller for misrepresentation or violation 
of contract terms (for example, issuance of additional copies of a limited 

15edition NFT)  or for fraud/ misrepresentation (for example, if the buyer is led to 
believe that he is buying artwork directly from the artist or buying authentic 
works of a particular artist). Buyers may also attempt to sue the platform hosting 

16the sale of the NFT for misrepresentation.  

15. To protect themselves, buyers interested in getting into the NFT market should 
familiarize themselves first with the terms of what they are buying, and the 
scope of what will be conveyed. They should conduct the same level of 
authenticity and provenance diligence (about the seller and the marketplace) 
before buying an NFT that they would before buying a physical work of art. This 
importantly includes checking the marketplace's Terms of Use, which may often 
include clarity of the ownership, terms of usage of the NFTs purchased, and the 
arbitration agreement. 

16. Buyers are also susceptible to thefts and scams. These include (a) phishing 
scams – the scamsters attempt to get access to the private wallet key of NFT 
holders. They do so by sending links through email or social media laced with 
spyware granting access to the account. For example, scammer known as 

17Monkey Drainer stole worth roughly $1 million in crypto and NFTs;  (b) Rug 

Insight   Demystifying the digital assets dispute resolution landscape



pull scams – developers hype an NFT on social media to drive up its price but 
pull out after receiving substantial funds from investors. For example, the 

18Frosties rug pull scam.

 Liability of intermediaries

17. The liability of intermediaries relating to copyright infringement is usually 
determined basis three broad approaches: (i) the actual knowledge (ii) the 
notice-and-takedown approach and (iii) the active role approach. The 'actual 
knowledge' approach imposes liability on intermediaries only if they are found 
to have actual knowledge of the act of infringement. The 'notice-and-
takedown' approach places responsibility on intermediaries if they continue to 
host infringing content for which they have received a notice for takedown. The 
'active role' approach places responsibility for infringing acts on all 

19intermediaries that play an active role in organizing content.  

18. Recently, Bigverse, an NFT marketplace, was held liable for copyright 
infringement using the active role approach as a third party used the platform 

20to mint and sell an NFT without the authorization of the copyright owner.

19. The marketplaces may also face lawsuits over security concerns. For instance, a 
case was filed against OpenSea where the buyer claimed that his Bored Ape 
Yacht Club NFT was stolen due to a security vulnerability on OpenSea that 
enabled an outside party to illegally enter through OpenSea's code and access 
his NFT wallet. The allegations against OpenSea included negligence, breach 

21of fiduciary duty and contract.

20. NFTs have also become the subject of compliance and trade restrictions, anti-
money laundering laws, bribery laws, KYC compliance requirements and other 
rules. Moving forward, the scope of disputes will only keep increasing as states 
turn their attention to legislate such malpractices.

22A.II. METAVERSE

21. The metaverse is a network of digitized worlds using advanced technology to 
allow people to have lifelike personal and business experiences online. A 
metaverse both mimics the real world by providing virtual social possibilities, 
while simultaneously incorporating some gaming or simulation type of 

23experiences for players to enjoy.  A report by McKinsey, surveying 3,400 
consumers, predicted that the value of the Metaverse could reach US$5 trillion 

24by 2030.  
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25 26 2722. Companies including Starbucks,  L'Oréal,  and Nike  have created novel tools 
to engage consumers and generate revenue through blockchain-based loyalty 
programs, communities of digital creators, or new e-commerce platforms. In 
the virtual real estate space, HSBC has purchased digital real estate in The 

28Sandbox,  which is  expected to become a stadium to host virtual sporting 
events. Different Metaverse platforms such as Decentraland and The Sandbox 
are independently evolving in parallel.

2923. Despite the promise of the metaverse, there remain risks.  It is anticipated that 
the problems of yesterday's and today's internet—impersonation, attempts to 
steal credentials, social engineering, nation-state espionage, inevitable 

30vulnerabilities—will be with us in the metaverse.  

24. It is unavoidable that the complexity of this asset, combined with the level of 
capital invested, will lead to disputes. The Metaverse will add new angles to 
traditional disputes; examples of the same can include a Metaverse user 
accusing a platform of depreciation in the value of virtual real estate due to 
actions by the platform, misrepresentation or mis-selling of assets including 
ownership of an NFT, tax concerns with respect to transactions in the 
Metaverse, and political usurpation of power or violence between user avatars. 

 Claims by users against Metaverse platforms

25. Like with NFT and virtual currency platforms, many disgruntled users may seek 
to bring claims against the Metaverse platforms in relation to their investments. 
These may include claims related to real estate, copyright infringement, 
business disruptions, fund withdrawals among others. The nature of Metaverse 
platforms also increases the likelihood of class action claims by users.

26. The extent to which users will be able to bring claims in relation to on-platform 
digital assets will depend on the recognition provided to such assets under 
applicable law. For example, the English Law Commission concluded that in-
game digital assets do not currently qualify as property but recognised that 
there is scope for the English legal system to move towards recognising more 

31meaningful ownership and property rights for in-game digital assets.

 Claims by users against other users

27. The primary cause of inter-user disputes is that users in the Metaverse can, 
laissez-faire, provide services to each other, create virtual assets, and freely 
exchange these assets and services, essentially engaging in virtual trade. These 
tools provide users with the opportunity of committing offences and giving rise 
to disputes similar to physical-world disputes. For example, there have already 

32been concerning instances of sexual harassment in the metaverse.
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 IP Disputes

28. IP is showcased on the Metaverse in new and innovative forms. The owners of 
IP rights may face the challenge of determining how best to protect their marks 
against IP infringers in the new environments within the Metaverse, thereby 
resulting in patent applications being filed by proprietors of new hardware and 
software technology to protect their investments. 

29. Further, the Metaverse also enables users to create original content within the 
Metaverse, raising the possibility of copyright infringement in relation to works 
originating both “outside” as well as “inside” the virtual world.

 Tax Concerns

30. Platforms and users (individuals and companies) may also face real world tax 
liabilities and compliance obligations, even if transactions occur in the 
Metaverse, and thus will need to navigate an increasingly complex tax 
landscape as states and countries around the globe seek to tax Metaverse 

33transactions.

B. DeFi AND STABLECOINS

B.I DeFi

31. Decentralized finance (“ ”) is a financial technology model which operates DeFi
on the premise that there is no centralized authority to dictate, control or direct 
transactions. In DeFi, individuals are entrusted with the task of directing and 

34approving transactions, in a peer-to-peer manner.  Transactions on DeFi are 
executed through smart contracts, applications which run on a blockchain and 

35execute the terms and conditions of the transaction between the parties.  

32. The decentralized and anonymous nature is inherent to the attractiveness of 
DeFi. However, it also ipso facto brings about a plethora of concerns and 
disputes, including related to hacking and misrepresentation.

 Hacking 

33. Since DeFi models operate on blockchains, there lies a potential for hacking of 
the blockchain. Hacking of a blockchain can happen in multiple forms, for 
instance (a) 51% attacks and (b) vulnerability in the code.

34. For a successful attack on an entire blockchain an attacker needs to control a 
large fraction of the total network power, typically 51%, which resulted in the 
nickname “51% attack”. In such an attack, the hacker essentially attempts to 
make fraudulent miners who will take over the process of validating the smart 

36contracts being executed on the blockchain.
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35. Creation errors refer to errors in the coding during creation of the blockchain. 
These errors can be security gaps which are then exploited as vulnerabilities by 
hackers. The decentralized autonomous organization (“ ”) hack of 2016 DAO
involved a bug in the DAO smart wallets allowing hackers to drain DAO wallets 

37is one such instance.

 Fraud and Misrepresentation 

36. Users in DeFi applications are also susceptible to fraud and misrepresentations. 
In 2021, the SEC levied a fine on Blockchain Credit Partners for raising more 
than US$ 30 million through fraudulent offerings and for misleading investors 
about the profitability of their business. The model promised that the tokens 
bought by users would yield an interest because the investors' digital assets 
would be used to buy real world assets that yielded an income. Subsequently, 
after launching DeFi Money Market (DMM), they discovered that the price 
volatility of the investors' digital assets would lead to insufficiency of income 
generated through the real-world assets. Upon discovering this roadblock, 
instead of informing the investors, the company decided to misrepresent the 

38profitability of its venture.

B.II. STABLECOINS

37. Stablecoins are a type of cryptocurrency that are designed to maintain a stable 
value due to their backing by an asset such as gold, fiat currency, or even 

39cryptocurrency.  Stablecoins are of two kinds (a) collateralized stablecoins and 
(b) algorithmic stablecoins.

38. Collateralized stablecoins maintain a pool of collateral to support their value. 
For instance, fiat collateralized stablecoins that peg their value to a currency, 
like the US Dollar, would then be redeemable for a fixed amount of the US 
Dollar. Algorithmic stablecoins maintain their value through algorithms that 
regulate the supply of the token to maintain price stability. If the price of such a 
token were to rise, the algorithm would create more such tokens to increase the 
supply thereby leading to a reduction in the value.

 Misrepresentation 

39. Stablecoins make representations to customers and the market as to the 
reserves they hold of the currency or asset against which the coin is pegged. 
These representations are crucial to the purchase of stablecoins. The ability of a 
stablecoin to maintain its price is determined by the collateral it maintains. 
Collateral would also reassure customers that they would be able to redeem 
the stablecoins for equivalent collateral at any stage. 
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40. Companies have made misrepresentations regarding the extent, the nature 
and the redeemability of the collateral they hold and have consequently been 
fined for misrepresentations.  For example, Tether Holdings Limited, Tether 
Limited, Tether Operations Limited and Tether International Limited (“ ”) Tether
were fined US$ 41 million by the Commodity Futures Trading Commission 
(“ ”) for violations of the Commodity Exchange Act (CEA) and CFTC CFTC
regulations. Tether had represented that the tether token was a stablecoin with 
its value pegged to the US$ and it maintained that each tether token was 
backed with an “equivalent amount of corresponding fiat currency”. Upon 
investigation, the CFTC concluded that from 1 June 2016 to 25 February 2019, 
Tether misrepresented that they maintained sufficient US$ reserves. The order 
found that Tether failed to discuss that the reserves included unsecured 

40receivables and non-fiat assets.  

 System errors 

41. Since stablecoins operate on smart platforms, the codes, once executed cannot 
be stopped mid transaction. This increases the onus upon evaluation and 
thorough testing of the code before execution of the smart contract. If an error 
were to crop up, it would be irremediable at the execution stage. One such 
scenario is in the case of algorithmized stablecoins, wherein the price of the 
stablecoin is kept stable by using an algorithm that regulates the quantity of 
the stablecoin as per its value. Any error in such a code would result in a 
sudden loss of value of the stablecoin and severe losses to its holders. 

4142. The YAM Finance Incident of 2020  is pertinent on that front. YAM tokens had 
been released with a new technology that would mint or burn tokens to 
maintain stability of the price of the token. If the price was too high, more 
tokens would be mined to dilute the supply and reduce the price. If the price 
was too low then tokens would be 'burnt' to create scarcity and increase the 
price. Such a process was termed as a rebase. The first rebase went successfully 
however the second rebase, wherein the price had to be adjusted by mining 
more tokens, saw an error occur in the code. This meant that the number of 
tokens mined was far more than needed to regulate the price. This excess in 
supply caused a sharp reduction in the price of the token, from close to US$ 
200 to nearly US$ 0.5, thus resulting in severe losses.

C. DIGITAL CURRENCIES

43. Digital currency is simply a term used to denote any currency, money, or 
money-like asset that only exists in digital/ electronic form rather than physical 
form. It is used as an umbrella term and it primarily includes virtual currency, 

42cryptocurrency, and Central Bank Digital Currencies (CBDCs).  
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44. Adoption of digital currencies, such as Bitcoin, Ethereum, and other 
cryptocurrencies, has brought about many changes in the way we conduct 
financial transactions. While these currencies have been touted for their 
convenience, security, and anonymity, they have also been linked to a sharp 
increase in criminal activity. Cryptocurrency-related crimes are broadly 
categorized into two types: crypto-enabled and crypto-dependent crimes. The 
distinction between these two categories is based on the extent to which 
cryptocurrencies are needed for the commission of illegal activities. Digital 
currencies offer a high level of anonymity and privacy, and thus play a vital role 
in laundering the proceeds of cyber-dependent crime, directly facilitating 

43cyber-criminal financial flows.  Despite the slowdown in the global market, 
illicit transaction volume in digital currencies rose in 2022 for the second 

44consecutive year, hitting an all-time high of US $20.6 billion.   

45. The increase in criminal activity and money laundering involving digital 
currencies has led the courts to apply established legal principles to novel 
factual situations. In addition to cases involving frauds like Initial Coin Offering 

45 46 47(ICO) fraud,  Ponzi schemes,  Pump and Dump schemes,  disputes involving 
48 49 50cryptocurrency exchanges,  regulatory matters,  and individual fraudsters,  

have been regular before courts and regulators.

46. One of the biggest obstacles for investors has been hacking. For instance, in 
the early days of Ethereum, a hacker stole some ethers and transferred them to 
their wallet. Ethereum proposed reversing the transactions, which were 
accepted by most users but opposed by some who believed that they violated 
the immutability of the blockchain. As a result, two chains emerged: Ethereum 
and Ethereum Classic, with most users migrating to the new system and the 

51dissenters remaining on the Classic.  Interestingly, in the case of Fabian v. 
52Nano,  the court has to decide whether it has jurisdiction and power to order 

53the “forking” in the blockchain.  

47. In recent times, a number of cryptocurrency exchanges have faced financial 
54failure, leaving traders without means to recover their investments.  Examples 

of such collapses include Japan's Mt. Gox exchange and the more recent 
55 56failure of Italy's BitGrail exchange.  In the Mt. Gox case,  the remaining Bitcoin 

was considered to be the property of the exchange rather than the customers, 
which allowed it to be used for paying off the exchange's debts to other 
creditors. This has raised concerns that customers of Coinbase may encounter 
difficulties in recovering their cryptocurrency in case of insolvency, as Coinbase 

57does not segregate blockchain addresses.  In contrast, Gemini guarantees that 
the crypto assets in its custody accounts will be segregated from any other 

58assets held by Gemini.  
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48. In what is known as the largest investor action ever brought against a 
cryptocurrency platform, a group of 700+ claimants, funded by a Swiss-based 
litigation funder Liti Capital, filed an arbitration action against Binance. The case 
stems from a wide spread service outage on 19 May 2019, which coincided 
with a massive drop in the price of bitcoin. The traders caught up in the 
incident allege that Binance liquidated their positions as a result of the 
exchange freezing causing millions of dollars' worth of losses. The total loss 
incurred across all 700+ claimants is expected to be well in excess of 100 

59million US dollars.  

49. The Singapore International Commercial Court, in B2C2 Ltd. v. Quoine Pte. 
60Ltd.  (“ ”), while considering a dispute between traders and B2C2 case

cryptocurrency exchanges, found in favour of B2C2 (trader) for both, the 
breach of contract and breach of trust claims, and awarded damages. 

III. INVESTIGATION

50. Investigations play a crucial role in managing digital asset disputes, as they can 
help uncover important information and evidence that can be used to resolve 
disputes fairly and efficiently. They can be particularly helpful in identifying the 
methodology used to defraud the victim, tracing subsequent transactions and 
other related information which can used to support legal proceedings.

51. Investigations of different digital assets are similar since they involve common 
steps like regulatory compliance analysis, collateral analysis, and transaction 
analysis. However, there may be some critical divergences which one must 
keep in mind while considering digital asset dispute management. 

 NFTs

52. As seen above, NFTs have been associated with various illegal activities such as 
pump and dump schemes (illegally inflating an asset's value before selling it at 
a high price), money laundering, rug pulls (where developers collect funds for 
a project before disappearing), and tax evasion. Hence, the investigation into 
NFTs is geared towards analyzing activities linked to these offences. 

53. Investigators generally leverage Open Sea, world's largest web3 marketplace 
for NFTs and crypto collectibles to find NFTs, view their current and historic 
valuation and transaction history for that NFT, often including the name of the 

61buyer.  

54. The investigators also look for patterns that emerge over other social media to 
promote fake NFT marketplaces for purposes of defrauding the victims, and 
conducting wallet analysis to trace the money to uncover large scale operations 

62which have multiple fake sites.
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 Metaverse

55. Investigations related to the metaverse may involve a wide range of 
considerations given that it combines elements of virtual reality, gaming, and 
social media. Since users may own virtual assets such as avatars, digital 
clothing, and other items in metaverse, the investigations may need to focus on 
verifying ownership of these assets, including analyzing blockchain records and 
smart contract code. 

56. Another aspect may involve analysis of in-game transactions, for identification 
of suspicious activity, such as money laundering or fraud.

 DeFi and Stablecoin

57. Investigations in decentralized finance (DeFi) digital assets are generally similar 
to investigations in cryptocurrency and blockchain, as they involve analyzing 
transactions and blockchain data.

58. The investigations relating to DeFi also involve: 

 (a) Performing on-chain cryptocurrency track and tracing investigations.

 (b) Developing and verifying factual timelines of transactions.

 (c) Analysis of the “know your customer” (KYC) information for the account 
holders on the DeFi exchange, to verify that the account holders were 
either known to each other or were in fact, the same person. 

 (d) Analysis of liquidity pools and token swaps that are common in DeFi 
platforms to identify suspicious activity.

59. In terms of stablecoin, since many of them are backed by fiat currencies or 
other assets, such as gold or other crypto currencies, the stablecoin related 
investigations generally focus on verifying the existence and quantity of these 
assets (collateral) to ensure that the stablecoin is fully backed. The 
investigations may also focus on how reserves are being managed, including 
whether the reserve assets are being properly diversified and managed to 
minimize risk.

 Digital Currencies

60. The investigations related to digital currency involve an examination of the 
transactions recorded on the blockchain in order to identify the specific 
address that holds the funds that were stolen. After identifying an address, they 
attempt to unmask the owner of the address using clustering, and a 
combination of open-source intelligence and Know Your Customer (KYC) data 

63collected by the exchanges.
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61. The investigated data can then be used for filing complaints with law 
enforcement agencies or contemplating civil actions against myriad actors 
involved in the process. 

62. One of the biggest challenges in investigating digital currency crimes is the 
sheer volume of new crimes that arise every day. The law enforcement 
agencies are making significant efforts to investigate digital currency crimes. 
For example, in the United States, the Department of Justice has set up a virtual 
currency task force to investigate and prosecute digital currency-related crimes.

IV. PROSECUTION AND ENFORCEMENT

63. In light of the disputes and innovations in frauds, legal and enforcement 
authorities are trying to keep pace. The onset of crypto winter and resulting 
heavy losses for retail investors has also been a catalyst for heightened 

64regulatory scrutiny, including for crypto advertising.  The courts and arbitrators 
have also got the ball rolling and continued to apply established legal 
principles of interim reliefs, bankruptcies, constructive trustee, negligence, 
breach of contract, misrepresentation in cases involving digital assets. The 
disputes have also seen innovation in litigation funding and challenges relating 
to assessment of damages. The enforcement actions have met with its own set 
of unique challenges and solutions.

A. INTERIM RELIEFS AND PROCEDURAL ORDERS

64. There is a heightened risk of fraud, theft, and hack with digital assets. Despite 
the asset class being around for more than a decade, there is a dearth of cases 
for guidance. However, the limited cases confirm the application of the familiar 

65legal principles relating to various injunctions, to digital assets.
6665. The Singapore High Court  held that there were no issues ordering injunctions 

67against unknown persons based on existing jurisprudence.  The court 
ultimately found that there was a serious question to be tried and that the 
balance of convenience lay in favour of granting the injunction as there was a 
real risk of dissipation of the stolen assets that would prevent recovery even if 
judgement was obtained. The court also granted ancillary disclosure orders to 
assist in tracing stolen crypto and the identification of the parties responsible 
for the theft.

66. The parties have, across jurisdictions, time and again been granted various 
68 69injunctions including Mareva injunctions/ freezing orders,  seizure orders,  

70disclosure orders including Bankers Trust order and Norwich Pharmacal order,  
71 72appointment of court receiver,  and proprietary injunctions;  and other 

73procedural orders including making applications against persons unknown,  

12
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74 75service out of jurisdiction,  and private hearings.  Additionally, though not 
76seen yet,  parties may also seek search orders from courts when 

misappropriated digital assets may be in cold storage. 

67. We have seen courts adapting to the special circumstances created by digital 
assets and application of the familiar principles to procedural orders. For 
instance, Singaporean, English, and American courts have allowed service of 

77 78court documents via blockchain,  including as an NFT airdropped  into the 
person's wallet.

B. LITIGATION

68. In the early part of 2022, as cryptocurrencies crashed in value, lawsuits related 
to crypto assets soared. It is estimated that as of May 2022, more than 200 
individual and class action lawsuits have been filed—up more than 50% since 

79the start of 2020.

69. Litigation remains the default avenue to resolve the civil and commercial 
disputes arisen, irrespective of the sector. 

70. In recent years, we have seen a shift to alternative dispute resolution 
mechanisms on account of costs and length of proceedings before courts. 
Additionally, corporations are weary about litigation due to lack of 
confidentiality, foreign language barriers, and dependency on unknown local 
counsel.

71. Having said that, for a new sector, resorting to courts is of utmost importance as 
it helps develop jurisprudence and ground in certainty with respect to 
applicable principles and drawing a parallel from conventional assets' disputes. 

80Some instances include courts confirming that digital assets are property  and 
81 82can form subject matter of trust,  situs of the asset,  granting of interim reliefs 

83(as seen above), what would be against public policy,  setting out parameters 
84to determine jurisdiction,  confirming reliance on precedents of similar 

85principles to unique circumstances,  and permitting to pursue claims against 
bitcoin network developers for breach of fiduciary duties and/or duty of care to 

86crypto asset owners.  A certainty in outcome based on similarly decided facts 
and circumstances can also increase the potential for litigation funding (in 
arbitrations as well). 

72. It is also beneficial to go to courts as a substantial number of claims are basis 
losses from fraudulent schemes where it is difficult to determine the identity of 
the fraudster recipient.
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73. The courts are also adopting the latest technology to digitize justice. Some 
instances include ADGM Courts' announcement of a groundbreaking 
development enabling the enforcement of commercial judgments on the 

87blockchain,  courts allowing service via NFT airdrop (as seen above), and a 
88Columbia court hosting the first-ever court proceeding in the metaverse.

C. ARBITRATION

74. Arbitration is the most popular alternative dispute resolution mechanism and 
has long been used in both domestic and international disputes, especially 
commercial and financial products' disputes. The popularity is on account of its 
perception as an efficient, transnational and neutral mechanism which enables 
quick, cost-effective, informal, confidential, and enforceable dispute resolution.

75. Arbitration may be inherently well-suited to the resolution of disputes in digital 
asset industry. Arbitration's confidentiality and cross-border nature provides 
the anonymity and no border resolution which underpins the cryptocurrency 
industry. Party autonomy gives the parties the freedom to choose the arbitrator 
with the relevant expertise that can be relevant for novel questions of law and 
facts. 

76. Arbitral institutions have also come at par in providing immediate relief in 
arbitration, including by introducing virtual proceedings, emergency arbitration 
and expedited proceedings provisions in their rules. For instance, emergency 
arbitrations are very useful for this industry given the ease with which 
cryptocurrencies can be transferred or en-cashed or dissipated through mixers 
to private wallets. In such cases, it is of paramount importance that these assets 
be frozen. Institutes have also introduced rules focused on digital assets 

89disputes.  Moreover, arbitral institutions like the Dubai International Arbitration 
Centre (DIAC) have also launched their own metaverse to provide a higher 

90level of accessible and effective alternative dispute resolution services.

77. We have often seen intermediaries predominantly including arbitration 
91agreements in their user agreements.  Though have some criticized this as it 

compels individual customers to refer their disputes to a private forum than 
traditional courts, arbitral institutions have developed specialized consumer 

92arbitration rules to help combat the criticism.  A key point of these rules is a 
nominal fee to be paid by the consumer and the remaining fees, including 
administration and tribunal fees, is to be borne by the company. However, the 
validity of the same would depend on the jurisdiction. For instance, the English 
Court of Appeal, in a case considering NFT platform, considered the interface 
between arbitration and consumer protection laws and has allowed to proceed 
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to trial the question of validity of the arbitration agreement in a consumer 
93contract.  A similar decision was passed by the English courts in Chechetkin v 

94Payward Ltd and others.

78. Compared to traditional courts, arbitration come with its own challenges 
including identification of the correct counterparty to the arbitration, 
enforceability of the awards in jurisdictions which digital assets have been 
banned as enforcing the same might be against public policy (discussed 
below), possible limitation of adopting class action procedures in arbitration in 
the absence of rules on point by the arbitral institutions. 

79. Arbitration in this space is still developing and it will be interesting to see how 
these challenges are addressed.

D. DECENTRALIZED FORUM FOR RESOLUTION

80. Online Dispute Resolution that is built on blockchain technology and 
infrastructure is championed by supporters as capable of revolutionizing 
dispute resolution.

81. The industry has adapted fast and has adopted decentralized arbitration 
service. Decentralized justice is a new approach to online dispute resolution 
that combines blockchain, crowdsourcing and game theory in order to 
produce resolution systems. The prominent projects in the decentralized justice 

95 96 97industry include Kleros,  Aragon,  and Jur.  

82. Decentralized justice platforms are a form of “digital courts” supported by 
blockchain technology whose purpose is the settlement of disputes by 
crowdsourcing jurors under economic incentives to provide fair rulings. It is 
decentralized because the process is driven by peers, built on blockchain 

98technology and cannot be controlled by any single agent.

83. These disputes involve submitting pleadings and evidence on the platform; 
anonymous selection of jurors/arbitrators, and passing the award in a short 

99period of time.  The cases are usually binary where the decision is to be made 
only between two options.

84. Further, the main economic mechanism used is the Schelling Point, which is, in 
game theory, a solution that people tend to choose by default in the absence 
of communication. Kleros, Aragon and Jur are using this mechanism. The 
theory behind Schelling points is that if everyone expects everyone else to vote 
truthfully, then their incentive is to also vote truthfully, and that's the reason why 
one can expect others to vote truthfully in the first place; a self-reinforcing Nash 

100equilibrium.
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E. CLASS ACTION

85. Digital assets have, in a short span of time, seen multiple class actions across 
jurisdictions. The defendants in these actions range from virtual asset service 

101providers (VASPs) to individuals to fraudsters to celebrities.  

86. As per the data in the US, class action cases amount to approximately 44% of 
all cryptocurrency cases. Most of the class action cases have arisen out of 

102alleged violations of securities regulations and consumer protection statutes.  
It was not until 2017 that crypto-related litigation began to gain momentum. 
Current rates suggest the number of class action suits may surpass the 2018 

103and 2020 peaks.  The rate of class-action filings has increased in 2022 as the 
104industry's market capitalization dropped by $2tn before stabilizing.

87. These lawsuits usually claim damages for investments, alleging that the trading 
platforms, issuers, and other firms are not disclosing regulatory requirements 
for securities. Class-action lawsuits have been launched against major 

105 106companies in the crypto ecosystem, including Binance,  Coinbase,  Block 
107 108One,  and Bitmex.  In a coordinated strike alleging sale of unregistered 

securities, a US law firm issued a barrage of class action lawsuits in US District 
Court for the Southern District of New York. It filed 11 suits naming 42 
defendants from more than a dozen countries including Singapore, BVI, 
Canada, Cayman Islands, China, Estonia, Switzerland, Japan, Seychelles etc. 
This event popularly gained the name 'Red Wedding' in reference to a 

109coordinated massacre that took place in TV series, Game of Thrones.

88. In the UK, a first in competition law applying to digital asset sectors, a claim has 
been brought in the Competition Appeal Tribunal on behalf of an estimated 
240,000 investors in Bitcoin Satoshi Vision. The claim seeks an opt-out 

110collective proceedings order.

89. In addition to the high volume of class actions involving cryptocurrencies, there 
111 112have been a number of cases involving NFTs  and DAOs  as well.

90. An important topic on this subject is of class action waivers in consumer 
113contracts, mainly with the intermediaries like the cryptocurrency exchanges.  

In essence, this requires all disputes to be referred separately rather than 
collectively in an arbitration. The United States Supreme Court has consistently 
affirmed the strong federal policy favoring arbitration and the enforceability of 

114class action waivers in arbitration agreements.
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F. LIQUIDATION AND BANKRUPTCIES

91. As digital asset markets continue to struggle and collapse and multiple digital 
asset platforms seek refuge in bankruptcy proceedings, courts will be 
confronted with several novel issues. 

92. The recent in the series has been the collapse of three of the most crypto-
115friendly banks – Silvergate, Silicon Valley Bank (SVB) and Signature.  The 

116collapse of FTX,  the highest profile exchange, also sent shockwaves on a 
macro level across jurisdictions. FTX's fall came in only months after failure of 
TerraUSD and subsequent bankruptcy cases of Three Arrows Capital (3AC), 
Voyager Digital, and Celsius. However, the insolvency of FTX and associated 
companies (including Alameda Research) prompted a cascade of liquidity and 
solvency concerns across the crypto ecosystem. 

93. The questions are too many with limited answers. The key question is who is 
the 'owner' of the asset and when owned indirectly through an intermediary 
and what is the impact of an intermediary's bankruptcy? While the principles in 
the parallel fiat financial markets are settled via jurisprudence over the years, 
such norms are still evolving (or may not yet exist) in the cryptocurrency 
markets. This uncertainty may lead to significant loss of capital.

94 . An instructive case on the subject is the decision in Celsius' bankruptcy where 
Chief Judge Glenn of the United States Bankruptcy Court for the Southern 
District of New York held that the digital assets held on Celsius' cryptocurrency 
platform are not owned by the customer, but rather are property of the 

117bankruptcy estate.  This decision was basis the unambiguous Terms of Use 
entered into between the customers and Celsius. A key takeaway is that unless 
the Terms of Use expressly provide for digital assets to be held in trust for the 
customer, digital assets held in yield-earning or other accounts, where property 
is hypothecated by the cryptocurrency platform, are likely to be deemed 
property of the bankruptcy estate.

95. Another case decided by New Zealand court in Ruscoe v Cryptopia Ltd (in 
118Liquidation)  may be instructive. While holding that cryptocurrencies 

constitute property and were capable of forming the subject matter of a trust, 
the court held that Cryptopia was acting as a bare trustee under a separate 
trust for each individual account holder held on its platform. On the facts, it was 
found that there was an intention on the part of Cryptopia to create a trust 
including as Cryptopia's internal financial accounts and database 
demonstrated that it did not assert ownership over the cryptocurrencies of the 
accountholders, and its terms and conditions for use contained express trust 
provisions.
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96. It is noteworthy that these failures have met with new opportunities. The 
founders of failed hedge fund 3AC. resurfaced with a crypto-exchange venture, 
Open Exchange, that will let users trade bankruptcy claims from insolvent 

119platforms and funds, including their own.  The exchange allows one to use 
bankruptcy claims, priced against the backstop, as collateral to trade bitcoin 

120(BTC) or ether (ETH) derivatives products.

G. REGULATORY ACTION

97. Digital assets operate in a relatively unregulated environment, which can leave 
investors vulnerable to fraud and other forms of abuse.

98. As the digital assets space continues to develop and mature, so does the 
regulatory and compliance landscape. Once viewed as a niche field, digital 
assets are now a major regulatory and compliance priority for regulators. The 
authorities leading regulatory and compliance investigations and initiatives for 
this space appear to have twin priorities, consumer and investor protection and 
financial crime prevention. 

99. The focus of regulatory actions has included cracking down on institutions 
121involved in operating unregistered money service businesses,  operating 

122 123unregistered cryptocurrency platforms,  offering unregistered securities,  
124operating unregistered crypto ATMs,  non-compliance with anti-money 

125 126laundering laws,  mixing services (mixers or tumblers),  raising monies 
127 128through fraudulent offerings,  and inadequate privacy practices.  The 

watchdogs have also, over the years, published warnings and lists against 
129fraudulent exchanges and fraudsters.  The regulators have also acted strongly 

130against individuals operating these intermediaries,  celebrities for their 
131 132endorsements,  and individuals for tax violations.  For instance, in March of 

2022, the U.S. Department of Justice (DOJ) charged Frosties founders with 
conspiracy to commit fraud and conspiracy to commit money laundering in 

133what is considered to be the agency's first NFT “rug pull” bust.

100. A further example of the regulatory enforcement action is that taken by the 
CFTC - it brought 18 actions involving conduct related to digital assets, 

134representing more than 20% of all actions filed during FY 2022.  The CFTC 
charged for manipulation of the Digitex Futures native token; charged a DAO; 
addressed failures to register or seek designation as a designated contract 
market (DCM), swap execution facility (SEF) or futures commission merchant 
(FCM); and took on fraud, including a $1.7 billion fraudulent scheme.

101. The legislative actions are also acting fast to introduce new laws to tackle the 
crimes. These actions include bestowing law enforcement agencies with 
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powers such as bringing virtual currency businesses under money laundering 
135reporting ambit  and powers to seize crypto assets linked to criminal 

136activities.

H. ENFORCEMENT OF JUDGMENTS AND AWARDS

102. The effectiveness of dispute resolution depends on the reasonable 
expectation that the losing party will perform or easily be compelled to 
perform. Therefore, enforceability continues to be perceived as one of the 
most valuable characteristics. Winning a dispute may just represent the first 
step in a long and difficult haul to make that piece of paper of an award or a 
judgment into money in your bank.

103. The English High Court granted the first third-party debt order in relation to 
cryptocurrency in an application involving allegations of fraud related to a 

137cryptocurrency initial coin offering.  The decision confirms that cryptoassets 
may be capable of being traced and enforced against, similar to other classes 
of property under English law. As noted above, ADGM courts have introduced 
solutions resulting in substantial time and cost savings for parties in the 
enforcement of their commercial judgments. Secure, immutable judgments 
will be available to parties and enforcing courts, via ADGM's website, an API or 
directly on the blockchain for member courts. Parties will no longer need to 
wait for a certified copy of the judgment to start the process in the enforcing 

138jurisdiction.

104. The inherent nature of these digital assets also poses unique issues relating to 
enforcement. For instance, what is the remedy for an infringing NFT? In typical 
cases, infringing copies are seized and destroyed (tangible copies) or taken 
down (online copies). However, with an NFT, neither the owner nor the 
platform can 'destroy' the NFT. The issue of destruction arose in the Bigverse 
case, where the court noted that an NFT can be made redundant by sending it 
to an 'eater address' or 'burn address', which exists on the blockchain. 
Consequently, the NFT cannot be transferred further and the act of sending an 
NFT to an eater address is irreversible. While this does not destroy the NFT in a 
way that is comparable to physical destruction, it renders the NFT unusable 

139and redundant.

105. An additional consideration is that the claimants and arbitral tribunals may be 
faced with important questions with respect to the currency in which the 
damages or debt should be awarded- the fiat currency or the cryptocurrency 
in which the transaction took place. An additional question would be the date 
of conversion. These answers may have a mighty impact on enforcement. A 
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claimant will need to identify jurisdictions both where the respondent has 
assets, and which are likely to permit the enforcement of the intended arbitral 
award. 

106. An international arbitration award is enforceable in over 150 countries under 
the New York Convention. This is particularly important given the cross-border 
nature of cryptocurrency disputes. Under the New York Convention, refusal is 
on very limited grounds. For the purposes of digital assets, one can expect all 
eyes to be on the ground of public policy. For instance, Greece, among other 

140countries,  has not adopted an appropriate and specific regulatory 
framework to regulate all issues arising from the way cryptocurrencies operate 
in Greece and Greek jurisprudence appears hesitant to recognize them. The 
Court of Appeal of Western Central Greece published its decision no. 88/2021 
ruling that the recognition of a US award granting damages in bitcoin runs 

141contrary to Greek public policy.

107. Enforcement in this sector may raise many practical considerations such as 
when the cryptocurrencies could be traced, how could the award debtor be 
compelled to transfer of cryptocurrencies to the successful party when 
enforcing an arbitration award. The judgment debtor could come up with 
myriad of excuses including that the private keys are lost, the wallet was 
hacked, the trading account is lost or otherwise blocked from access.

108. Though one may perceive that tracing may be easier as compared to 
conventional assets on account of blockchain, it is possible that it may be 
more difficult on account of increasing encryption and usage of mixers to 
protect privacy. The investigators shall play a significant role including for 
tracing the digital assets, wallet addresses, identity of the owner of the wallet 
address, and relevant third-party intermediaries with whom these assets may 
be stored. One of the solutions may be on-chain enforcement where parties 
code automatic execution on issuance of an award or judgment. An example 
of the same is the development of Blacklist Manager, a software that enables 

142compliance with court orders to freeze bitcoins.   However, questions remain 
to be addressed; for instance, what happens in case of conflicting decisions 

143from various jurisdictions?  

V. ASSESSMENT OF DAMAGES

109. The digital asset market displays a high degree of heterogeneity in terms of 
their nature, utility and function. It can often be difficult to assess damages due 
to price drivers, including demand-supply shifts, and other allied factors that 
are far more apparent in traditional financial asset markets. Complex issues 
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around the correct valuation are common in many cryptocurrency arbitrations 
on account of the volatility of cryptocurrencies.

110. The hesitancy arrives from the instability in the price of digital assets that make 
the conversion process difficult. If the assessment of damages was done at 
US$ 100 million, as on 19 March 2023 that would be BTC 3696.30. Whereas, 
as on 31 December 2022 it would be BTC 6,043. Indeed, with the sharp 
decline in cryptocurrency values since late 2021, the choice of valuation date 
can significantly impact the quantification of damages. For instance, the price 
of bitcoin on 14 November 2021 was $65,466.84 and on 15 May 2022 was 
$31,305.11.

111. Another key challenge is the currency of award/ judgment. Courts have been 
hesitant to use digital assets as the mode of awarding such costs and 

144damages.  For instance, in B2C2 case, B2C2's request for the specific 
performance of the trades was rejected by SICC as the price of BTC on the day 
of judgment was substantially higher than in April 2017 when the trades were 

145executed.

112. In such circumstances, courts have drawn parallel to volatile assets like 
securities in determining the valuation. The Superior Court of Delaware 
treated cryptocurrency tokens as securities and then awarded damages for the 
breach of the contracts using Delaware's 'failure to deliver securities' protocol, 

146while relying on the CoinMarketCap website as a valuation tool.

113. While the hesitancy remains, there are some encouraging signs on this front. 
For instance, the British Law Commission in its Digital Assets Consultation 
paper observed that courts in England and Wales could be provided with the 
discretion to award damages denoted in cryptocurrency through law 

147 148reforms.  Even arbitral tribunals have passed awards in BTC.  The parties 
could also test the argument that BTC is a foreign currency, having been 
recognized as legal tender including, in El Salvador and Central African 
Republic, and obtain a judgment in BTC using applicable foreign currency 
judgment rules.

114. There would also be an increase in the involvement of expert witnesses to 
submit on the valuation of the cryptocurrencies, where the valuation 
methodologies used and assumptions adopted by each expert might tested 
against each other.

VI. LITIGATION FINANCE

115. Litigation funders have also been at the forefront for dispute resolution related 
to digital assets. 
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116. The industry has taken the opportunity to innovate its work mechanism. For 
instance, a litigation funder, Liti Capital, through blockchain technology, has 
tokenized digital, asset backed, equity shares of its company. In essence, it is a 
private equity company on the blockchain.

117. Another intriguing innovation is an initial litigation offering (“ ”). An ILO ILO
opens up the market to retail investors to participate in a type of investment 
that was previously only available to institutional investors and high net worth 

149individuals. A prominent example of the same is Ryval - law firm-backed 
crypto project which is attempting to create a pseudo stock market of litigation 
funding, by using the purchase and trade of crypto tokens that fund civil 
lawsuits. 

118. An example of an ILO being utilized in a case is that of Apothio LLC against 
Kern County in California. Apothio LLC is a hemp and cannabis company, that 

150made claims arising out of the County's alleged destruction of its crops.  
151Crypto tokens were created, using the Avalanche blockchain.  These tokens 

represent tokenized shares in the funded claim which could be purchased by 
retail users.

119. Though these innovations are upcoming and are yet to be the 'new thing', like 
disputes, the funders are looking at digital assets' disputes with greater 
scrutiny as the lack of jurisprudence substantially compels their diligence team 
to draw parallels with similar factual cases for conventional assets.

VII. CONCLUSION

120. The staggering growth of the overall sector as well as frauds, bankruptcies and 
disputes have led to an increase in investigations and regulation in this sector. 
The key concerns mirror those found while dealing with conventional assets 
and more, including cybercrime, Ponzi schemes, misrepresentations, celebrity 
endorsements, theft, jurisdiction and fora, asset tracing, and identifying the 
right respondent. Looking to the future of digital assets, it is clear that disputes 
surrounding their ownership, transfer, and use will also become increasingly 
complex and prevalent. 

121. Therefore, it is essential to develop optimized practices and strategies for 
resolving disputes in the digital assets' ecosystem. 
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